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Abstract: This paper develops a machine-learning assisted approach that works for secure 
channel establishment in IoT networks. The ultimate goal is to detect and isolate the 
misdirection threats at network-layer. The proposed system is based on machine learning 
approach that monitor and analyse the detected attacks from the channel establishment 
process. That is, it employs a supervised learning. As a result, it can achieve 98.7% 
detection accuracy with 0.3% false positive rate. In addition, the real-time isolation 
mechanism can be in place to isolate the detected compromised device within 50 
millisecond. The system is designed for different IoT protocols and devices type. The 
experimental validates that preventive approach can achieve high security and zero trust 
through our approach to channel establishment in IoT. It is scalable and of minimal impact 
on performance.  
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1. INTRODUCTION  

From the dawn of the Internet of Things (IoT) to 

today, technology has rapidly transformed industries 

such as healthcare, agriculture, smart cities, and 

industrial automation. As of 2024, more than 30 

billion IoT devices are connected to the Internet, with 

projections suggesting over 75 billion by 2030 [1]. 
While this surge of interconnected devices offers 

tremendous opportunities for data collection and 

automation, it also presents significant security 

challenges. These challenges threaten the integrity, 

confidentiality, and availability of IoT networks and 

the services relying on them [2].One particularly 

concerning attack on IoT networks is the misdirection 

attack. In this type of attack, malicious actors exploit 

routing information or software vulnerabilities during 

the channel establishment process to redirect network 

traffic through compromised nodes [3]. These attacks 

can result in sensitive data theft, unauthorized access 
to critical services, and a significant decline in IoT 

network performance. The distributed nature of IoT 

networks and the resource limitations of many IoT 

devices make detecting and mitigating misdirection 

attacks especially difficult [4].Traditional security 

mechanisms, such as firewalls and intrusion detection 

systems, often struggle to address IoT-specific 

threats. These conventional systems usually rely on 

predefined rules or signatures that can only detect 

known attacks [5]. As IoT networks evolve and new 

attack vectors emerge, it becomes increasingly 

challenging to maintain up-to-date security measures. 
Additionally, the diversity of IoT devices and the 

variety of communication protocols further 

complicate the implementation of unified security 

solutions across different ecosystems [6].Machine 

learning (ML) has emerged as a promising tool for 

enhancing cybersecurity, offering the ability to detect 

and respond to threats in real-time with high accuracy 

[7]. The use of ML in IoT security is particularly 

appealing because it allows for continuous threat 

assessment, enabling timely decisions even on 

resource-constrained devices [8]. However, despite 

the growing interest in ML-based IoT security 
solutions, most focus on general intrusion or anomaly 

detection, with limited attention to securing the 

critical phase of channel establishment between 

devices [9].Establishing secure communication 

channels between IoT devices is a fundamental part 
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of network security, as it forms the basis for all 

subsequent communication and data exchange. 

Vulnerabilities or oversights during this phase can 

compromise the entire network [10]. Given the 

increasing sophistication of attacks, such as 
misdirection attacks, innovative solutions are needed 

to improve the security of channel establishment in 

IoT networks.This paper presents a novel machine 

learning-assisted approach to detect and isolate 

misdirection attacks during the secure channel 

establishment phase of IoT communication. By 

leveraging supervised learning algorithms, the system 

performs deep feature extraction on communication 

patterns. Through classification and clustering, the 

system accurately detects misdirection attacks with 

minimal false positives. This approach enhances the 

security and resilience of IoT networks against 
sophisticated attacks. 

2. MATERIALS AND METHODS 

An IoT network was created using networked 

resource-constrained devices connecting with 

common protocols (MQTT and CoAP). Network 

topology also allowed dynamic routing, which was 

useful in re-enacting real-world IoT conditions 

especially during secure channel creation and 

misdirection attacks. Misdirection attacks such as 

Man-in-the-Middle (MITM) and Sybil attacks were 

imitated through the misuse of routing data in order 
to route traffic around malicious nodes. The ML 

technique for misdirection attacks used supervised 

learning methods, such as Random Forest (RF) and 

Support Vector Machines (SVM) because they were 

well-suited for large-scale datasets. The packet 

transmission times, routing path lengths, message 

size and node IDs were extracted from the network 

traffic during channel creation. We split data into 

training (70%) and testing (30%), cross-validated for 

overfitting. Upon discovering the misdirection attack, 

the system quarantined the attacked node and sent it 

out through secure channels with minimal 
interference, typically responding within 50ms. As 

for detection precision, recall, and F1-score 

(perception, false positive rate) they measured, the 

system returned over 96% accuracy at all attack 

strengths. Analyzing against legacy intrusion 

detection systems (IDS) revealed that they were more 

effective in detecting and deporting attacks during 

channel creation. The ability of the system to 

quarantine downed nodes in milliseconds was critical 

for network integrity during high-alert scenarios. 

3. RESULTS  

The proposed ML (machine learning)-assisted system 

showed high detection performance to identify 

Misdirection attacks against the secure channel 

establishment process. 

After testing various attack severity levels, RF 

(Random Forest) and SVM (Support Vector 

Machine) algorithms showed high classification 
accuracy for both normal traffic and attack traffic. 

The detection accuracy was calculated by Equation: 

Accuracy=
TP+TN

TP+TN+FP+FN
…(1) 

 

 
Figure. 1 - Detection Accuracy under Different 

Attack Intensities 
The false positive rate (FPR) served as a useful 

measure of the efficiency of the system. A low FPR 
avoids having normal traffic mistaken for an attack, 

thus avoiding over-kill isolation of legitimate 

devices. The FPR was calculated as 

 

FPR =
FP

FP+TN
…(2) 

 

 
Figure. 2 - False Positive Rate for Misdirection 

Attack Detection 
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The response time is crucial to mitigating detected 

attacks as soon as possible. The system was designed 
to isolate nodes that are compromised less than 

milliseconds (from the time when an attack is 

launched). Response time is calculated in terms of the 

time that elapses from the time the attack is detected 

to the time that the node is statically isolated. 

Response time, with the average response time 

calculated as: 

Average Response Time =
∑n

i=1ti

𝑛
 …..(3) 

 
Figure. 3 - Response Time for Attack Isolation. 

In order to prove proposed system, we compared the 

performance of the system against traditional 

Intrusion Detection Systems (IDS) and firewalls. 

Figure 4 represents the percentage of detection 
accuracy of the system supported by ML against 

conventional system. 

 
Figure. 4 - Comparison of Detection Accuracy 

between ML-assisted System and Traditional IDS. 

. 

Table 1: Comparison of ML-assisted System vs 

Traditional IDS 

Metric ML-assisted 

System 

Traditional IDS 

Detection  96 85 

False Positive < 1 5 

Rate (%) 

Response Time 

(ms) 

50 100 

Scalability High 

 

Medium 

Adaptability to 
Protocols 

Dynamic Static 

Real-time 

Detection 

Yes Limited 

Attack Isolation 

Time (ms) 

50 150 

 

4.CONCLUSION 

Here, we propose a machine learning-aided system 

for secure channel establishment in IoT networks. 

The focus is on misdirection attack that is less studied 

in the literature, with the aim of detecting and 

isolating such attacks. The system detected attacks 

with an accuracy of 96 per cent, false positive rate of 

less than 1 percentage, and an average response time 

of 50 milliseconds. It exhibits excellent scalability, 
adaptability and real-time attack isolation compared 

with traditional intrusion detection systems. The 

results demonstrate that it can secure IoT networks 

against the evolving and devious threats and can be 

implemented in large-scale deployment in smart 

healthcare, smart cities and industrial automation. 
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