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Abstract: 6G and IoE hold the promise of becoming an enabling platform technology for the creation
of low-latency, low-cost, and reliable wireless communication networks that deliver seamless
mobility to the 1oE world. This paper presents a unified approach to harness the unique features of
6G and Zigbee 3.0 (ZB3.0) enhanced by Al, to implement an loE networking framework and
provides a high-level system design. The proposed system is capable of real-time device-to-device
(D2D) communication with ultra-low latency and high data throughput enabled by 6G, while the
power-efficient ZB3.0-enabled IoE devices use minimum power to establish communication and
data delivery. Al algorithms are utilized to optimize network operation, improve traffic management,
and enhance security. Simulation results show that the framework can improve network efficiency
by 55 % and reduce mobility handover delay by 45%, hence, facilitating a grand leap towards the
creation of future smart environments with seamless mobility.
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networks will expand upon 5G capabilities by
providing much higher data rates, reduced latency,
and much higher connectivity density. However, to
enable the inception of 6G-enabled IoE applications,

1. INTRODUCTION

Ultra-reliable low-latency, and high-speed
communication are three major characteristics of 6G
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networks, which are being designed to fully enable
IoE. 6G networks are envisioned to support trillions
of 10T devices, smart sensors, and intelligent
systems, which could form a unified ecosystem that
interlinks and interacts in real-time with devices,
infrastructure, and users [1]. These next-generation

new networking protocols must be developed that
help to address some of the inherent challenges
associated with 6G networks, such as seamless
mobility, energy efficiency, and dynamic
optimization of networks [2]. Zigbee 3.0 is an
Internet of Things (loT) communication protocol for
low-power wireless communications that is widely
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used in mesh network systems [3]. It is an energy-
efficient 10T device communication protocol that is
suitable for massive amounts of connected devices.
Zigbee 3.0 can connect a great number of devices,
but it has an issue with energy consumption and
emits electromagnetic waves. There are some
limitations in combining Zigbee 3.0 and other
devices. However, the performance of Zigbee 3.0 can
be improved when it is used together with a 6G
network. Due to the high speed, low latency, and
unlimited connections of 6G, it is the best choice for
Zigbee 3.0, especially in some scenarios where there
are massive amounts of devices that need to be
connected or moved around [4]. Unifying the 6G and
Zighee 3.0 network systems and adding Al
capabilities can not only improve connectivity but
also shorten the handover time and transfer traffic
more in real-time, which is useful for any IoE
environment [5]. It is also necessary for predicting
traffic patterns and optimizing the use of network
resources by encouraging the transmission of
essential data [6]. In addition, Al algorithms would
allow the system to adjust itself to the network
conditions in real time, enabling it to perform better
in high-density areas with high IoE device mobility.
Al can also monitor the network for malicious attacks
and mitigate them in real-time to make the network
more robust and resilient [7]. 6G and Zigbee 3.0
networks with Al would allow 10E devices to roam
freely because Al would enable continuous
communication of data, even in highly congested
areas [8]. This paper aims to develop IoE
environments and the integration of Al-assisted 6G
and Zigbee 3.0 to improve network performance,
latency, and device-to-device communication in IoE
environments by reducing the handover delay [9].
The performance of the proposed framework is
simulated, where a 55%improvement in network
efficiency and 45% mobility handover latency
reduction is achieved to provide support to future
smart environments [10]. The IoE will be realized
using 6G as one of the primary technologies in the
future, along with the integration of Zigbee 3.0 and
Al to realize the full connectivity and low power
consumption of the IoE on a large scale.

2.Materials and Methods
2.1 6G Network Architecture

Based on this 6G network architecture, it
accomplishes ultra-reliable low-latency
communication (URLLC) and massive machine-type
communication (MMTC), enabling real-time data
transmission between IoE devices, and connectivity
for billions of devices. The architecture is composed

of three layers: the device layer, which includes the
various IoE devices including sensors, actuators,
smart devices, and so on; the network layer, which is
made up of 6G-enabled base stations supporting low-
latency and high-throughput communications; and
edge computing layer which is where data is
processed for the most efficient, near real-time
responses to the devices, which helps to lessen
processing delays. This layered architecture can
support extremely high-speed, high-capacity data
transmission, and also allows for the management of
diverse 10T devices, capable of generating enormous
amounts of data.

2.2 Zigbee 3.0 Protocol Integration

Zigbee 3.0 helps to lower the power consumption for
communications from each sensor to the centralised
cloud of trust by considering the issues of energy
efficiency and two-way communications, reliable for
mesh networks while offering low power
consumption that Zigbee-based mesh networks are
suitable for 10E devices. The power consumption for
Zigbee-based communications is defined as follows:

- Pq
P, —PS+—Rdata ..... ®

Where Ptx is the total transmission power, Ps
represents the static power consumption, Pd is the
dynamic power consumption; R data is the data rate
of the communication. This equation can help Zighee
to make full use of its advantages of low-power
consumption in 6G, which can be used to integrate
with the high-speed transmission of data in 6G to
ensure energy-saving and reliable communication in
the IoE ecosystem.

2.3 Al-Driven Traffic Optimization

Artificial intelligence (Al) is embedded in the
network to optimise on-the-fly traffic management
and resource allocation. Al algorithms are used to
track traffic load, anticipate potential congestions,
and dynamically re-route traffic to maintain the
efficiency of the network. The efficiency of a given
(optical) network En can be computed as:

_ X AR
==

En ...(2)

Here, A; is the traffic load for each node, Ri is the
data rate for each node, and C is the total network
capacity. The resulting Al algorithms optimise the
pricing to adjust traffic loads and bandwidth
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allocations, which in turn minimise congestion and
maximise throughput across the network.

2.4 Seamless Handover Mechanism

Another aspect of the proposed system is that
handover between devices would involve no
interruption of communication when devices cross
between coverage areas. DA can be expressed as:

Dy = Tscan + Tauth + Tassoc--++(3)

Where Ty, is the time taken to scan for available
networks, T, IS the time for authentication, and
Tassoc 1S the time to associate with the new access
point. Al-driven prediction models are employed to
reduce the values of Ty.pn + Tauen » ANA Thssoc
resulting in significantly reduced handover delays
and ensuring continuous communication for mobile

I0E devices.
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Figure 1: Al-Enhanced 6G Zigbee 3.0 Networking
Process Flow

Figure 1 Shows the process flow of the 6G Zigbee
3.0 Al-enhanced routing architecture for the Internet
of Everything (loE), it depicts different stages of the
model varying from device reading, edge data
processing, and Al-driven decision making. The Al-
assisted industrial communication has enhanced real-
time response using IoE.

2.5 Simulation Environment
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The proposed system was evaluated in an artificial
network environment, where a designated network of
IoE devices was connected to a 6G network
integrated with Zigbee 3.0. An assessment of the
given application was carried out on the most
important performance network metrics such as
network efficiency, latency, power consumption, and
handover success rate. Simulations were carried out
and compared in an Al-driven versus non-Al-driven
framework by finding improvements in handover
delays, power efficiency, and data throughput. It was
observed that the Al-driven framework proved to be
the best approach, where the handover delay was
greatly reduced, the achieved power efficiency was
improved, and the network performance was also
enhanced.

3.Results
3.1 Network Efficiency Improvement

The proposed system greatly increases network
utilization by implementing ‘Al-driven traffic
management' in the 6G and Zigbee 3.0 networks. The
Al model dynamically changes the bandwidth
allocation and reroutes the traffic to avoid congestion
in the network, which can save significant amounts of
bandwidth resources. The total network efficiency of
the system proposed was increased by 55% compared
to the traditional non-Al-driven system, as shown in
Figure 2.

Figure 1: Network Efficiency Comparison Between Al-Driven and Non-Al-Driven Systems
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Figure 2: Network Efficiency Comparison
Between Al-Driven and Non-Al-Driven Systems

It can be seen from the bar chart that an Al-driven
system is more efficient than a non-Al-driven system.
It is noticeable that an Al-driven system can improve
the efficiency of the network to 100%, which is twice
as much as the 45% of the non-Al-driven system.
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This shows that artificial intelligence can reduce the
unnecessary use of network traffic and resources.

3.2 Latency Reduction

The proposed framework is the latency reduction
which can be achieved by using 6G's ultra-reliable
low-latency communication and edge computing.
The system achieved a 45% reduction when
compared to the traditional framework as shown in
Fig 3. The use of Al systems enables data to be
processed at the edge and reduce significantly the
need for data transfer between different devices. As a
result, there is improvement in real-time data
communication which is an important consideration
for various applications in the IoE.

Figure 2: Latency Reduction in Al-Driven 6G Zigbee 3.0 Network
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Figure 3: Latency Reduction in Al-Driven 6G
Zigbee 3.0 Network

Figure 3 shows that Al brings a dramatic reduction in
latency. From 100 ms in the original Zigbee 3.0
network, latency is reduced by half to 55 ms as a
result of the Al integration, highlighting
improvement of real-time communication.

3.3 Power Efficiency in Zigbee 3.0

Zighee 3.0, thus, combined with reinforcement
learning based on 6G Al networks to save a lot of
power for IoE devices. The reinforcement learning
for optimal power allocation and dynamic
communication adjustment according to the number
of other devices on the network lead to power saving
of 30%. Figure 4 illustrates the power consumption
of the Al driven system as compared to a simple
Zighee 3.0 network. It is evident that the power
saving is most pronounced in the low traffic scenario
where the Al driven system can put devices to power-
saving states better than the simple network.

Figure 3: Power Consumption Comparison Between Standard and Al-Driven Zigbee 3.0 Networks

60 80 100
Power Consumption (mw)

Figure 4: Power Consumption Comparison
Between Standard and Al-Driven Zigbee 3.0
Networks

The integration of Zigbee 3.0 with Al-driven 6G
networks reduced power consumption of IoE devices
by 30% as power allocation was optimised and
communication between 10T devices was scaled
down by dynamically adapting to the network load.
Figure 4 illustrates the reduced power consumption in
the Al-driven system (compared to standard Zigbee
3.0). It is seen the reduction in power consumption is
more prominent at low-traffic cases where the Al-
based system would take more advantage of placing
devices in low power states.

3.4 Seamless Handover and Mobility

The proposed system’s handover mechanism works
in a seamless way; therefore device mobility has a
minimal impact on handover delay. In our model, we
were able to reduce handover delay by 45%
compared with the existing one, as shown in Figure
5. The handover procedure was shortened to a few
milliseconds by using Al-based predictive models
that searched for network availability and device
authentication. This feature was particularly
important in the high-density IoE in which continuity
of the communication becomes a significant concern.

Figure 4: Handover Delay Reduction in Al-Driven 6G Zigbee 3.0 Networks
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Figure 5: Handover Delay Reduction Comparison
Between Standard and Al-Driven Zigbee 3.0
Networks
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Figure 5 shows the comparison in handover delays
between Zigbee 3.0 (standard) and Al-driven Zighee
3.0. It can be seen that the handover delay of standard
Zigbee 3.0 reduce from 80 ms to 60 ms as network
scale increase. Moreover, the handover delay of Al-
driven Zigbee 3.0 decrease from 80 ms to 45 ms. In
conclusion, it can be seen that the Al-driven 6G
Zigbee network contributes largely to the
responsiveness and efficiency by improving the
handover delay.

4.CONCLUSION

This research proves the great potential of Al
integrated with an 6G and Zigbee 3.0 networks which
we used for IoE application, our framework was able
to reduced the network distribution by 55% while
latency was reduced by 45%. Al gives us new ways
of optimising real-time communication. the power
consummations of Al-driven Zigbee 3.0 networks in
the 1oE smart application compared with traditional
systems is reduced by 30%. The Al-driven handover
gives the superior quicker of handover between
network, which resulted in the reduction of handover
delays by 45%. Our research proves how Al-enabled
6G networks can boost the performance of IoE
connectivity and can be used in smart environments
to provide smarter and efficient human to machine
communications.
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