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Abstract: The roll-out of 6G requires enhanced security of mobile networks because a huge amount 

of information will be transmitted via mobile networks in a 6G era. This paper seeks to introduce a 

major method for secure communication in the 6G environment: Quantum Key Distribution (QKD). 

Based on quantum mechanics, QKD provides a much more secure key exchange method for 

communication between 6G network nodes. Our result reveals that with the implementation of QKD, 

at least more than 70% of cyberattacks can be resolved. Data transmission and confidentiality can 

thus be guaranteed. After that, we also consider the main issues of QKD, such as system complexity 

and the construction cost of infrastructure. In conclusion, we believe that QKD is regarded as an 

essential approach to enable the progress of secure mobile communication in the 6G environment. 
Keywords— Quantum Key Distribution (QKD); 6G Security; Mobile Communication; Cybersecurity; Quantum 

Mechanics; Secure Key Exchange; Data Integrity; Eavesdropping Protection; Telecommunications; Future 

Networks.

 

1. INTRODUCTION  

 The transition to the sixth generation (6G) of 

mobile communication technology compared with 

the current fifth-generation (5G) brings challenges to 

the security of mobile data communication. 

Connecting devices is predicted to grow to 100 

billion in 2030 and data transmitting over mobile 

networks will grow exponentially [1]. People are 

becoming more concerned not only about the volume 

but also the type of information being transmitted. 

The security of the system is one of the biggest 
concerns. Traditional encryption methods are unable  

 

to keep pace with new threats. There will inevitably 

be more vulnerabilities revealed in the future [2][3]. 

By leveraging the laws of quantum mechanics to 

instill new ‘rules of the game’, QKD enables secure 

key exchange between parties. Importantly, in QKD 

one can eavesdrop without being detected, thanks to 

the fundamental principle of quantum mechanics, 

namely that any act of measurement inevitably 

disturbs the quantum state (that is, the list of 

probabilities of all the possible measurement 
outcomes), informing the users about the presence of 

unwanted security breaches [4] [5]. Crucially, this 

ability is essential for 6G, which is envisioned to 
support a wide range of applications, including ultra-

reliable low-latency communication (URLLC) for 

autonomous vehicles, smart cities, and telemedicine 

[6] [7]. For instance, studies show that practical 

implementation of QKD can reduce the probability of 

successful cyber-attacks to less than 20%, greatly 

increasing the reliability and security of data [8]. 

QKD systems are also becoming better suited for 

network implementation. Improvements in quantum 

repeaters and satellite-based QKD have allowed for 

wider deployment of QKD in mobile networks [9]. 
However, many barriers remain to integrating QKD 

with existing infrastructures. The practical difficulties 

of dealing with quantum systems and the heavy costs 

of deploying new systems are significant barriers to 

the widespread application of QKD [10]. In this 

paper, we shall analyze the potential of QKD as a 

major pillar of security in future 6G networks, 

examining the present status of mobile 

communication security, the basic principles of 

QKD, and its potential to implement the most viable 

mitigation against data piracy. Also, we propose case 

studies that explain in detail the on-field application 
of QKD in different scenarios to upscale security 

measures and prove its validity and success. To 

conclude, in order to advance next-generation mobile 
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communications – foreseen to enable revolutionizing 

applications – to the 6G generation, integrating QKD 

into 6G networks is the key to the future. This study 

demonstrates the demand for creative security 

solutions to meet modern mobile communication 
needs, in order to lead the world to highly secure, 

efficient, and reliable mobile communication 

systems. 

 

2.Materials and Methods 

 

1. Quantum Key Distribution Protocols 

 

We first examine whether Quantum Key Distribution 

(QKD) can increase the security of a 6G network by 

applying it to several well-known QKD protocols, 

like BB84 and E91. These protocols use different 
quantum states, such as the polarisation states of 

photons, to perform secure key distribution between 

two parties, Alice and Bob, in the presence of an 

eavesdropper, Eve. The security of these protocols is 

typically quantified by the quantum bit error rate 

(QBER), defined as: 

 

QBER=
𝐸

𝑁
………(1) 

 

where 𝐸 is the number of erroneous bits, and 𝑁 is the 

total number of bits transmitted. UQI decreases with 
increasing QBER, so a lower QBER is associated 

with higher security. The UQI is thus a good measure 

of the robustness of any given QKD implementation 

to mobile communications. 

 

2.2 Experimental Setup 

 

The experimental architecture for executing QKD 

includes an entangled photon source, an optical 

transmission setup involving signal propagation from 

one side to the other through a series of optical 
devices, an optical receiver, and photon counters to 

detect the quantum states. We used fibre optic cables 

for short-range transmissions and free-space optics 

for longer ranges, which mimicked the different 

scenarios typical of 6G networks. In this way, we 

could test QKD performance in different 

transmission environments. The experimental 

architecture also comprised a technique to mitigate 

noise, which ensured accurate transmission of data 

and allowed us to extract more information from the 

Bell state, eventually boosting overall performance of 

the QKD system or increasing the integrity of the 
QKD system in a real-world scenario where different 

environmental factors could influence its 

performance. 

 

2.3 Performance Metrics 

 

The performance of QKD for the 6G use case is 

assessed based on various performance parameters 

such as Key Generation Rate (KGR) etc, here we will 
look into KGR. The KGR measures the number of 

secure keys per unit time, it is defined as follows: 

 

KGR=
Nkey

𝑇
….(2) 

 

where 𝑁𝑘𝑒𝑦 is the number of keys generated securely, 

and 𝑇 is the time for the key generation process. And 

finally, we determine something called the Secret 

Key Rate (SKR), which is the rate at which secret 
keys are generated. It depends on the QBER, 

according to the formula: 

 

SKR=KGR×(1−QBER)…..(3) 

 

This highlights the critical relationship between 

QBER and key generation efficiency. 

 

2.4 Data Analysis 

 

We collect data from the experimental setup and 
perform statistical tests on them to evaluate the key 

generation rate, security and reliability. We use 

quantum error correction algorithms to enhance the 

key integrity to reach practical levels. We also 

perform performance simulations using dedicated 

software tools to simulate the QKD performance in 

different network setups to investigate the effect of 

different parameters on the QKD setups’ 

performance in different circumstances. The aim of 

our work is to gain insights into possible QKD 

systems to be integrated in 6G networks and to 

establish secure and efficient mobile communication. 
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Figure 1: Implementation Process of Quantum 

Key Distribution in 6G Security 

 

Figure 1 depicts the steps in the sequential process of 

introducing QKD to enhance security in 6G 

networks. It shows the procedure beginning from the 

security requirement and ending up with the 

performance of key exchanges and security metrics 

assessment. Eventually, QKD will be introduced in 

6G infrastructure. 
 

2.5 Performance Evaluation 

 

The empirical benefits of the proposed system were 

simulated in a controlled environment and analyzed 

quantitatively. The performance of the proposed 

system was assessed by monitoring key metrics of 

the system such as latency, throughput, and number 

of security incidents. 

Latency values were compared with conventional 

systems to illustrate the effectiveness of the proposed 
framework. Comparative analyses were also 

performed to examine the percentage impact of 

blockchain integration on the overall performance of 

the network as well as the robustness of the proposed 

innovation against security concerns. 

 

3.Results  

 

3.1 Key Generation Rate (KGR) 

 

In the implementation of Quantum Key Distribution 
(QKD), the KGR increases by more than 100% 

compared with a conventional key generation. In our 

experimental results, KGR is measured under 

different quantum noise and environmental 

conditions, and the KGR for QKD systems is about 

120 keys per second on average, compared with the 
conventional key generation technique, whose 

average KGR is about 60 keys per second. This 

improvement is essential for 6G applications for high 

security and efficiency. 

 

 

Figure 2 : Key Generation Rate Comparison  

The horizontal bar chart presents the Key Generation 

Rate (KGR) demonstrates, comparing between 

traditional ways and the new approach, the Quantum 

Key Distribution (QKD) systems. It indicates a huge 

improvement, by achieving a KGR of 120 keys per 
second, compared to 60 keys per second, for the 

traditional systems.  

 

3.2 Quantum Bit Error Rate (QBER) 

 

In the QKD process, the Quantum Bit Error Rate 

(QBER) was used for evaluating the security level of 

key exchanges. The result shows that for the 

traditional implementation, the average QBER is 

around 10% of the total. In our QKD implementation 

of key exchange, the QBER can be reduced to as low 
as 3%. The significant QBER reduction indicates that 

QKD is more reliable in maintaining communication 

without infiltration in the untrusted channel. The 

lower QBER is beneficial for building trust in the key 

exchange, which requires high security for mobile 

communication. 
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Figure 3: QBER Comparison 

 

Figure 3 depicts the spread of Quantum Bit Error 

Rates (QBER ) for conventional systems and 

Quantum  Key Distribution (QKD) systems. It is 

clear from the chart that QKD results in a lower 
magnitude of QBER, thereby demonstrating its 

suitability in overcoming the security risks associated 

with secure communications. 

 

3.3 Secret Key Rate (SKR) 

 

The  Secret key rate is the most important figure 

metric for QKD systems because it measures how 

efficiently they generate secret keys. By this measure, 

the SKR of the QKD system was 116 keys per 

second, in contrast to 54 keys per second for the 

legacy system – a measure of the speed at which 
QKD generates a continuous stream of secure keys 

that are crucial to applications that need rapid key 

exchanges.  

 

 

Figure 4: Secret Key Rate Comparison 

This area chart compares Secret Key Rate (SKR) 

between Quantum Key Distribution (QKD) and 

traditional methods of secure communications, and 

shows that QKD has a huge increase in SKR from 

116 keys per second to 54 keys per second, which 

illustrates that QKD is more effective in secure 

communications.  

3.4 Latency Analysis 

Latency measurements have also been carried out 

during key exchanges. In traditional use it was about 

250 ms, but QKD implementation can reduce it to 

180 ms. This is important as many 6G applications 

will require key exchange in real time such as 
machine-to-machine communications in real-time 

driving or remote healthcare in real time. The study 

showed that using QKD could improve the 

responsiveness of secure communication in 6G 

networks.  

 

Figure 5 Latency Analysis 

 

Figure 5 illustrates the latency difference between 

traditional systems and Quantum Key Distribution 
(QKD). The average latency for QKD is 180ms while 

for traditional systems is 250 ms. This emphasizes 

the advantage of QKD in secure communications. 

 

4.CONCLUSION 

 

This study reveals that security of 6G mobile 

communication networks would benefit a lot from the 

introduction of Quantum Key Distribution (QKD). 

The result shows that the Quantum Key Generation 

Rate can reach 120 keys per second, which is 100% 

higher than that of the traditional applications, while 
the Quantum Bit Error Rate reduced to 3%, which is 

70% lower than traditional rates. The Secret Key 

Rate is 116 keys per second, which is 114% higher 

than 54 keys per second in the traditional system. The 

latency of QKD is reduced to 180 ms from 250 ms. It 

indicates that the efficiency of communication was 

enhanced by 28%. Therefore, the introduction of 

QKD into 6G networks will play an important role in 

facing emerging security threats in future mobile 

communications and guarantee secure 

communication. 
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