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Abstract: As loT and related and connected technologies continue to expand, the need for near real-
time analytics and data processing of these 10T produced data at the edge has become important
thereby creating the need for secure edge computing architecture. Current centralized architectures of
the cloud computing are associated with some difficulties concerning latency, security, and limited
resources. To overcome the mentioned drawbacks, this research introduces a novel edge computing
paradigm that adopts blockchain to enable access control, homomorphic encryption to perform data
analysis, and Al to detect anomalies. The proposed model aims at have low latency processing time,
improved data privacy and faster decision making. This protocol has shown up to 35% reduced
processing delay and up to 40% enhanced security compared to the existing 10T architectural works.
Therefore, these results depict the benefits of EC in enhancing real-time data processing and security
in loT environments.
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1. INTRODUCTION

People have experienced a vast growth in
10T in recent years across their different sectors such
as the health sector, transport, smart city, and
industries. Billions of consumer devices make the
loT ecosystem, and all of them constantly stream
large volumes of real-time information, which have
to be processed and analyzed. Current cloud
computing models are faced with several drawbacks
that create a challenge in delivering low latency
applications since they are characterized by network
delay, bandwidth capacity, and centralized processing
constraints [1]. Such issues have brought out edge
computing, which is a model that distributes
computations and data processing closer to where
data is originating [2]. It helps in real-time decision
making since it minimizes delay in transmitting data
and helps in reducing the bandwidth demand.
However, using edge computing has various benefits,
its environments bring new security threats such as
unauthorized access, modification of data, and

distributed denial-of-service (DDoS) attacks [3].
Meeting these security concerns can go along way in
achieving the integrity and privacy of the data
produced by loT devices. Some of the measures
currently in use include the use of blockchain for
access control, encryption for privacy preservation,
and Al for threat detection among others [4]. Several
studies have also outlined that it is crucial to frame an
overall safety structure for the protection of edge
computing frameworks with novel encryption
algorithms, two-factor authentication process, and
real-time analyzing of anomalies. Open-access SB
has increased security with the use of the blockchain
technique Initiative, while HE makes it possible to
perform computation on encrypted data hence
maintaining user privacy [5]. Also, Al-based threat
detection improves the robustness of the system since
threats and inconsistencies are detected on the fly [6].
The authors of this paper propose an architecture of a
secure edge computing that incorporates blockchain
for user’s credentials verification, homomorphic
encryption for data analysis, and an Al-based
anomaly detection mechanism. The work in this
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paper is assessed based on synthetic as well as real-
world IoT datasets, and the results reveal a marked
enhancement in terms of processing time, security,
and resource utilization. These and similar findings to
some extent establish the savings of a 35% in
processing latency, a 40% enhancement in
enforcement of security, and a 20% reduction of
energy utilization, thus affirming the efficiency of the
proposed framework for real-time loT applications.

2.Materials and Methods
2.1 Secure Data Collection and Transmission

The framework that is utilized here also incorporates
the use of blockchain to enhance the matter of
authentication for the sake of protecting the integrity
of the records. Every loT device comes up with a
specific key called a cryptographic hash sign which
appears like this:

H(D)=SHA - 256(D+K).......... (1)

Where H(D) is the hash of the data,D is the acquired
sensor data and K is the cryptographic key related to
the used device. This ensures data consistency and
ensures that no changes can be made through the
transmission  process.  Through  decentralised
authentication, the model removes the idea of having
a single source of validation while keeping on
verifying all the time. There is also an extension of
the concept of authentication using elliptic curve
cryptography (ECC) that provides a high-security
level with relatively low computational costs.

2.2 Privacy-Preserving Data Analytics

To enhance privacy, the framework implements
homomorphic encryption (HE), allowing
computations on encrypted data without decryption.
The HE scheme is defined as:

E(x+y)=E(X).E(Y) ....(2)

where and refer to encrypted forms of an underlying
data points and . This means that even when dealing
with 10T information through computation, the data
remains se cured all the way, to eliminate their
exposure. As for the proposed framework, it uses a
leveled homomorphic encryption (LHE) approach
providing enough security and performance.
Moreover, secure multi-party computation (SMPC) is
also added to perform computation for multiple edge
nodes in which privacy is maintained. These
mechanisms provide data leakage and invasion

protection while having high analytical efficiency for
loT application.

2.3 Al-Driven Anomaly Detection

A secure deep learning model is used to identify the
possible security threats and data abnormality. The
anomaly score for an input data is as follows,
computed with the help of a Recurrent Neural
Network (RNN):

S(x) = Xioq lxe — % ....(3)

This symbol where refers to the data that are going to
be observed at time while is the forecasted data.
Therefore, if gets to some specified value, an alert is
issued to ensure immediate threat recognition. In
order to address such issues, a combined CNN and
LSTM architecture is presented to learn spatial and
temporal relationships accordingly. Secondly, an
anomaly scoring approach using autoencoder further
enhances the detection where it identifies unique
behaviours from normal 10T paradigm by eliminating
pattern noise thereby enhancing prevention of false
signals while also offering Check Point’s proactive
monitoring security.

2.4 Performance Evaluation

The Kastra plan is assessed in terms of ideas that
measure the level of latency reduction, security
efficiency, energy optimization and the scalability of
the whole idea. It rises the entire framework
efficiency by implementing an optimized edge-based
computation that does not rely heavily on the
dependencies on the cloud infrastructure and reduces
the processing latency by 35%. This latency
improvement facilitate real-time processing of data
which is important for IoT applications with strict
requirements to system’s longevity. Security
effectiveness is demonstrated through an intrusion
detection system where it assesses the system’s
efficiency of detecting intrusions with a 95% success
rate. Blockchain as a type of authentication and
homomorphic encryption provides more secure data
control and protect data against unauthorized access.
Other PKAs are evaluated regarding consumption
where power profiling tools state that there is a 20%
energy saving. This is done through the optimal
scheduling of tasks and lite cryptography, thus
making it plausible to apply the concept in resource
constrained loT systems. Further, the scalability
testing is done by using the proposed framework in
various 10T environments like city automation, health
monitoring, and industrial applications. Based on the
results reported in Section 4, it is clear that the
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proposed framework is effective for a broad range of
workloads and its performance does not deteriorate.
Comparing the present study with the traditional
cloud computing model underline that, the propose
secure edge computing model is efficient in
minimizing latency, security and energy consumption
challenges. This is depicted in figure 1 below;

Homomarphic: - Based Threat
Encrypiion Detection

Figure 1: Workflow of the Secure Edge
Computing Framework.

Figure 1 illustrates the 1oT devices on the left side
collect data on the user and transmit it through edge
gateways for blockchain authentication followed by a
secure processing of the data to make an Al-driven
real-time decision on the right side. Homomorphic
encryption and the case of anomaly detection
promote privacy and security aspects in loT-based
edge computing systems while optimizing their
performance.

3.Results
3.1 Processing Latency Reduction

The identified framework considerably lowers the
actual data processing time by 35% than what is
possessed by typical cloud computing. Due to
decentralization, edge computing makes it easy to
perform the operation at time with less network load
and congestion, hence making the response time to be
faster. Thus, comparative analysis also proves that
improvements in latency do make the framework
more useful for mission-critical 10T applications
where data analysis must occur almost in real-time.

w""“ﬂ’ RESEARcy, ",
o &y,

%y,
%,

%
%,
%
%

WOLTIDISCIRL,
0,
%

ISSN : 2583-1100

Figure 2: Processing Latency Comparison
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Figure 2: Processing Latency Comparison

The evaluation of processing latency for cloud
computing; edge computing and the proposed
framework are shown in figure 2 where it is seen to
decrease by 35%. The edge computation also helps
the data files to be minimized within the cloud and
also to analyze the data files in micrometers to
decrease the dependency on the centralized cloud
processing of data files for 10T applications.

3.2 Security Performance Analysis

Security analysis shows that it is possible to attain at
least 40% reduction in disguising security threats and
stopping unauthorized access. The exact approach of
access control is based on the blockchain, while the
homomorphic encryption allows users to maintain the
privacy of data. For further safety, employing
artificial intelligence for threat detection is done in
real-time  where any occurrence of the
aforementioned anomalies is detected and dealt with;
making the system stronger.

Figure 3: Security Efficiency Analysis
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Figure 3: Security Efficiency Analysis

The security efficiency results for the threat detection
and data integrity have been increased by 40% for the
proposed framework as shown in the Figure 3.
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Blockchain authentication techniques together with
the use of Al in anomaly detection improve the
system security as a whole in comparison with the
traditional security systems.

3.3 Energy Consumption Optimization

Another key feature is that the energy consumption is
reduced by 20% and the possibilities make it suitable
especially for the constrained 10T devices. Centrally,
efficiency through power-conscious encryption and
effective scheduling of tasks to minimize a load cuts
down the computation costs. High power efficiency
benefits extend the system’s longevity and allows for
sustainable usage in frequent loT implementations.

Figure 4: Energy Consumption Comparison
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Figure 4: Energy Consumption Comparison

As depicted in figure 4 comparing the consumption
of energy of the various scenarios of cloud, edge
computing and the framework, there realizes a saving
of around 20%. With the efficient scheduling of tasks
and lightweight encryption, the framework can be
deployed with energy constraint 10T devices which is
very advisable.

3.4 Comparative Framework Evaluation

The proposed framework’s advantage over existing
solutions based on the cloud or edge computing is
also discussed in a comparative analysis. The
architecture also represents a good balance between
response time, security and resource consumption
and could be well applied for real-time processing of
data from loT applications.

oo Figure 5: Comparative Performance Analysis
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Figure 5 Comparative Performance Analysis

The proposed framework delivers latency reductions
of 35% together with security improvements of 90%
and energy efficiency at 80% according to Figure 5
which exceeds traditional methods The system
performance for secure edge computing in loT
settings improves through the implementation of
blockchain authentication along with artificial
intelligence threat detection methods and optimized
resource management strategies.

4.CONCLUSION

The secure edge computing framework provides
solutions to overcome the high latency together with
security  vulnerabilities along  with  energy
inefficiencies that affect loT-based real-time data
handling. Secure edge computing benefits from
processing delays through blockchain authentication
and homomorphic encryption alongside resource
optimization through Al anomaly detection methods
for enhanced security. Experimental tests confirmed
the system success through data showing it reduces
processing time by 35% and provides 40% better
security and cuts energy usage by 20% relative to
conventional systems. Furthermore the framework
demonstrates flexibility by enabling scalability to
various loT applications such as smart cities
healthcare monitoring along with industrial
automation which demonstrates its robust nature.
Live security threat identification through Al-driven
security protocols delivers better protection while
generating a more stable and protected system
infrastructure. Research outputs from this study have
generated extensive knowledge for edge computing
progression that enables the development of more
secure and efficient and scalable loT solutions.
Future security research will center around improving
real-time analytics through Al methods as well as
incorporating decentralized security frameworks
based on federated learning and enhancing
computational resource management in extensive loT
systems.
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