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Abstract: Power iteration clustering (PIC) is a clustering algorithm used to partition data into
groups based on similarity. Blockchain technology has been widely adopted for data storage
and management due to its immutability and security features. However, privacy and security
concerns arise when sensitive data is stored on the blockchain. Homomorphic encryption
(HE) is a cryptographic technique that can enable secure computation on encrypted data,
and can be used to address these concerns. This paper proposes the implementation of PIC
algorithm in blockchain with enhanced security using Homomorphic Encryption. The
proposed framework ensures privacy and security of the data by using HE to encrypt and
decrypt the data. This also enables secure computation on encrypted data, without the need
to decrypt it first. The PIC algorithm is used for clustering the data, which ensures that similar
data points are grouped together. Implementing PIC algorithm in blockchain with enhanced
security using HE has the potential to address privacy and security concerns in blockchain-
based systems, while enabling effective and efficient clustering of data. This can enable new
use cases for blockchain technology in domains such as healthcare, finance, and e-
commerce, where privacy and security of data are critical.
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encrypted data, and can be used to address these
concerns. This paper proposes the implementation of

INTRODUCTION ML algorithms in blockchain with enhanced security

Blockchain technology [16,17] has emerged as a using HE. The steps involved for implementation is as
secure and decentralized platform for managing follows:

transactions and data in various domains. Machine » Data preprocessing: The data is preprocessed
learning (ML) algorithms have also gained popularity to ensure that it is in a suitable format for use
for their ability to extract insights from large datasets. in ML algorithms.

However, there are concerns about the security and » Homomorphic encryption: The data is
privacy of sensitive data used in ML algorithms. encrypted using HE to ensure privacy and
Homomorphic encryption (HE)[11] is a cryptographic security.

technique that can enable secure computation on
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» Training the ML model: The encrypted data
is used to train the ML model. This involves
computing the weights and biases of the
model using HE.

» Prediction: The trained ML model is used to
make predictions on new data. This involves
computing the output of the model using HE.

» Decryption: The predicted output is
decrypted using HE to obtain the original
output.

The proposed framework ensures privacy and security
of the data by using HE to encrypt and decrypt the
data. This also enables secure computation on
encrypted data, without the need to decrypt it first. The
Power Iteration Clustering algorithm[4,5] is used for
training and prediction, which ensures that insights
can be extracted from the data without compromising
its security or privacy.. Overall, implementing PIC
algorithm in blockchain with enhanced security using
HE[12] has the potential to address privacy and
security concerns in blockchain-based systems, while
enabling effective use of PIC for extracting insights
from large datasets. This can enable new use cases for
blockchain technology in domains such as healthcare,
finance, and e-commerce, where privacy and security
of data are critical.

THE POWER ITERATION CLUSTERING (PIC)

The Power Iteration Clustering (P1C[6,7,8]) algorithm
is a graph clustering algorithm that is used to cluster
data points based on their similarity in a high-
dimensional space. The algorithm operates on a
similarity graph that is represented as an adjacency
matrix, where the (i,j)-th entry represents the similarity
between the i-th and j-th data points. The algorithm
works by iteratively computing the principal
eigenvector of the graph, which can be used to cluster
the data points. The basic steps of the PIC algorithm
are as follows:

» Construct a similarity graph: The first step is
to construct a similarity graph based on
pairwise similarities between data points.
This can be done using a similarity measure
such as the Gaussian kernel or the cosine
similarity measure.

» Initialize the eigenvector: The eigenvector
can be initialized to a random vector or a
vector with equal entries.

» Perform power iterations: The algorithm then
performs a sequence of power iterations on
the similarity graph to obtain the principal
eigenvector. In each iteration, the eigenvector
is multiplied by the similarity matrix and

normalized to have unit length. The
algorithm can terminate after a fixed number
of iterations or when the eigenvector
converges.

» Cluster the data points: Once the principal
eigenvector is obtained, it can be used to
cluster the data points using the k-means
algorithm. Specifically, the entries of the
eigenvector can be used as features for
clustering.

One advantage of the PIC algorithm [8,9] is that it can
handle non-linearly separable data, which is a
common problem in many clustering applications.
Additionally, the algorithm is relatively fast and
scalable, making it suitable for large datasets.
However, the PIC algorithm can also have some
limitations. For example, it may not perform well on
graphs with disconnected components, and it can be
sensitive to the choice of the similarity measure and
the number of clusters. The procedure for PIC [86] is
shown in Algorithm1.

Algorithm 1: Power Iteration Clustering

Input: Data points to be clustered

Output: Clustered Dataset

Stepl. Input the dataset and similarity function
Step 2. Construct the similarity matrix A € R™"
Step 3. Normalize the matrix W=D"14

Step 4. Generate the initial vector using its norm

function

Step 5. Find its new vector and velocity by setting
v+l = Wt and 5t « |Ut+1 _ vtl

Step 6. Repeat the process until the convergence

criteria is met.

Step 7. The convergence is decided when the
difference between the two iterations is
reduced.

Step 8. Obtain the vectors and cluster the resulting

vectors using K- means algorithm

Step 9. Output the clustered results.
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BLOCKCHAIN

Blockchain is a distributed ledger technology that
allows multiple parties to securely and transparently
share data and conduct transactions without the need
for a central authority. It was first introduced in 2008
with the launch of Bitcoin, a digital cryptocurrency
that uses blockchain technology[16,17] to facilitate
transactions without the need for a central bank. The
basic idea behind blockchain is that it creates a
decentralized database that is maintained and updated
by a network of computers, or nodes, rather than a
central authority. Each node on the network has a copy
of the ledger, which contains a record of all
transactions that have occurred on the network. When
a new transaction is initiated, it is broadcast to all
nodes on the network. The nodes work together to
verify the transaction and add it to the ledger.

Once a transaction has been added to the ledger, it
cannot be altered or deleted, providing an immutable
and transparent record of all transactions on the
network. Blockchain has a number of key benefits that
make it ideal for a wide range of applications. For
example, it provides a high level of security and
transparency, as well as a decentralized and distributed
infrastructure that makes it resistant to cyber-attacks
and other types of malicious activity. Some of the most
promising applications of blockchain technology
include supply chain management, voting systems,
financial transactions, and identity verification. As the
technology continues to evolve and mature, it is likely
that we will see many more innovative and
transformative applications emerge in the years ahead.

3.1 WORKING OF BLOCKCHAIN

The core components of a blockchain include blocks,
transactions, and a consensus mechanism. Each block
contains a set of transactions that have been verified
by the network, and is linked to the previous block,
forming a chain of blocks. When a new transaction is
initiated, it is broadcast to the network of nodes, who
then validate the transaction using a consensus
mechanism. This mechanism ensures that the
transaction is valid and that the blockchain remains
secure and tamper-proof. Once a transaction is
validated, it is included in a block, which is then added
to the blockchain. The block is then broadcast to all
nodes on the network, who validate the block before
adding it to their own copy of the blockchain [16].
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Each block in the blockchain contains a unique
cryptographic hash, which links it to the previous
block in the chain. This creates an unbreakable chain
of blocks, where any attempt to modify a previous
block will be immediately detected and rejected by the
network. This makes blockchain an extremely secure
and reliable way to store and verify transaction data,
as it removes the need for a centralized authority to
validate and verify transactions. Instead, the network
of nodes operates on a distributed consensus
mechanism, ensuring that all transactions are validated
and recorded in a secure and transparent manner. The
working of blockchain can be described in several
steps:

» Data Entry: A user or participant initiates a
transaction by creating a block of data, which
includes information about the transaction,
such as the parties involved, the amount of
currency or asset exchanged, and a
timestamp.

» Verification: The block of data is verified by
a network of computers called nodes, which
check the data against a set of predetermined
rules and algorithms to ensure that it is valid.

» Addition to Blockchain: Once the block of
data is verified, it is added to a chain of
previous blocks, creating a permanent and
unchangeable record of the transaction. This
chain is maintained by all the nodes in the
network, creating a distributed ledger that is
accessible to all participants.

» Consensus: In order to maintain the integrity
of the blockchain, a consensus mechanism is
used to ensure that all nodes in the network
agree on the state of the ledger. This can be
achieved through a variety of mechanisms,
such as proof-of-work or proof-of-stake
algorithms.

» Security: Each block in the blockchain is
secured using cryptography, which makes it
virtually impossible for anyone to alter the
data stored in the block without being
detected. This makes the blockchain an ideal
solution for use cases where trust and
transparency are critical.

Overall, the working of blockchain [17] is based on a
set of rules and algorithms that ensure the integrity,
security, and transparency of the data stored in the
blockchain. By using this technology, organizations
can create a secure and decentralized system for
recording and verifying transactions, managing supply
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chains, and much more. The procedure for
implementing Power Iteration Clustering (PIC) in
blockchain is given below in Algorithm 2.

Algorithm 2: PIC in Blockchain

» The data to be clustered is preprocessed
to ensure that it is in a suitable format for
clustering using PIC.

» The data is encrypted using
homomorphic encryption (HE) to ensure
privacy and security.

» The algorithm is initialized by selecting
a number of initial cluster centroids from
the data.

» The power iteration method is used to
compute the similarity between the data
points and the cluster centroids.

e Compute the distance between each
data point and each cluster centroid
using HE.

e Update the cluster assignments for
each data point based on the closest
centroid.

e Recompute the centroids based on
the updated cluster assignments.

e Repeat above steps  until
convergence is achieved.

» Decryption: The clustered data is
decrypted using HE to obtain the
original data.

» Verification: The validity of the
clustering results is verified by
comparing them with the expected
results.

4. HOMOMORPHIC ENCRYPTION

Homomorphic encryption[13] is a technique that
allows computations to be performed on encrypted
data without decrypting it first. This means that
sensitive data can remain encrypted while still being
used for important computations. With homomorphic
encryption, the security of blockchain technology can
be enhanced by encrypting transaction data and
computations in a way that makes it impossible for
anyone to view the data or the calculations performed
on it. Using homomorphic encryption in a blockchain
involves encrypting the data in the blockchain so that
it can be securely stored and processed without
revealing its contents. This can be done by using a
homomorphic encryption scheme to encrypt the data
before it is added to the blockchain. The encrypted
data can then be stored on the blockchain and
processed by authorized parties using homomorphic

operations, which allow the parties to perform
computations on the encrypted data without
decrypting it.

One possible application of homomorphic encryption
in blockchain is in secure data sharing. For example, a
healthcare blockchain can store encrypted patient data,
which can be accessed by authorized parties who can
perform computations on the encrypted data using
homomorphic operations to generate insights without
compromising the privacy of the patients. Another
application of homomorphic encryption in blockchain
is in secure smart contracts. Smart contracts can be
executed on encrypted data using homomorphic
operations, which can ensure that the execution of the
contract is secure and private. However, it is important
to note that using homomorphic encryption in
blockchain can be computationally expensive, and
may require specialized hardware and software to
perform efficiently [13,14,15]. Additionally, the
security and privacy of the system can be
compromised if the homomorphic encryption scheme
is not designed and implemented correctly. The
Algorithm 3 explains the steps for Homomorphic
Encryption in PIC

Input: Data points to be clustered
Output: Clustered dataset

Step 1: Input the data points to be checked.

Step2:  Apply Power Iteration Clustering
Algorithm(PIC) to the matrix
representation data points to identify the
clusters (Refer Algo 1)

Step 3: Repeat step2 until convergent

Step 4: Obtain the clusters from step 3 each
represent by centroid vector

Step 5: Use any of the Homomorphic Encryption

scheme to encrypt the centroid

Step 6: Perform computation on encrypted centroid

vectors without revealing its data points

Step 7: Apply the inverse of PIC algorithm to
decrypt the centroid vectors

Step 8: Decrypt the results of computation to

obtain the clustered data.
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IMPLEMENTATION RESULTS

Sample Code for PIC in Blockchain

b_k = np.random.rand(M.shape[(])

d range(max_iterations):
b_ki = np.dot(M, b_k)

b_k1_norm = np.linalg.noxm(b_k1)

b_k = b_ki / b_ki_norm
b_k

(data, num_clusters, max_iterations):

S = np.dot(data, data.T)

Sample code for HE PIC in blockchain

(vecl, vec2, public_key):
dot_prod = public_key.encrypt(0)
i en(vecl)):
prod = veci[i] * vec2[i]
dot_prod += prod
dot_prod

(adjacency_matrix, num_clusters,

encrypted_matrix = encrypt_matrix(adjacency_matri

v = [public_key.encrypt(random.uniform(0, 1))

PUED RESEAR,
o »® Hiy

%,
%,
%,

“\m“msc’p“":ﬂq,
0,
(7

ISSN : 2583-1100

Results

Centroids:

CONCLUSION

The implementation of machine learning algorithms in
blockchain ~ with  enhanced  security  using
homomorphic encryption has several advantages. It
enables secure and private computation on sensitive
data stored on the blockchain, making it an ideal
solution for applications that require privacy and
security. The use of homomorphic encryption ensures
that the data remains encrypted throughout the
computation, and the results are only decrypted by the
authorized parties. This protects the data from
unauthorized access and ensures privacy and security.
Moreover, the integration of machine learning
algorithms in blockchain can help automate decision-
making processes and improve the efficiency of
various applications. This can help reduce costs and
improve the quality of services provided. Overall, the
use of homomorphic encryption and machine learning
algorithms in blockchain has the potential to
revolutionize the way data is processed, stored, and
analyzed, providing new opportunities for innovation
and growth. However, further research is needed to
optimize the performance of these techniques and
address the challenges associated with their
implementation.
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